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Astudy conducted at the Berkeley School of Information Management and
Systems concluded that the world generated more than 5 exabytes (5

billion gigabytes [GB]) of recorded information in 2002. This represents a
30% growth per year for the past 5 years. More information has been gen-
erated in the past 3 years alone than in the previous 40,000 years of civi-
lization combined. The entire printed Library of Congress holds 17 million
books, or 136 terabytes (TB) of data.

Hospitals have seen a parallel data explosion, especially in the imaging
modalities. A single 2000-slice computed tomography (CT) procedure cap-
tures 1GB of information. Advances in molecular imaging, multispectral
imaging, and physiologic imaging suggest that the rate of growth in storage
requirements will only accelerate in the future. We have clearly entered the
era of information overload, and our success now depends on how well we
can capture, retrieve, and synthesize this avalanche of information.

16
CHAPTER

DRE16  11/16/2005  9:51 AM  Page 319



The storage industry has been providing innovations at a breakneck
pace to attempt to manage this data deluge. Expanding storage and the esca-
lating pace of capacity and performance are among the true marvels of the
computer age. Historians like to study the storage industry in particular
because it is somewhat like studying the evolution of fruit flies, with com-
panies innovating and the market reforming itself every few years to con-
stantly embrace disruptive changes. Gordon Moore, the cofounder of Intel,
predicted in 1965 that the number of transistors on a microprocessor would
continue to double every 18 months for the same cost. Now known as
Moore’s law, this observation applies not only to microprocessors but to
almost every facet of computing, especially storage. Over the last 50 years,
the storage areal density (number of bits that can be squeezed into 1 square
inch) has increased by a factor of 17 million at the same time that the vocab-
ulary of storage terminology has expanded to accommodate previously
undreamed of capacities (Table 16.1). Widespread agreement on the accu-
racy of Moore’s law has led to an entirely new philosophy of equipment
buying: if everything will be better and cheaper next year, then buy only what
you need and make sure your system is designed to incorporate new tech-
nology that has not yet been invented.

Archiving technology is described as either online, near-line, or offline.
Hard drives are online technology, because they are instantly accessible on
a moment’s notice. Tape and optical media are considered near-line because
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TABLE 16.1
Storage Terminology: Powers of 10

Kilo 103 1 kilobyte (KB) = 1000 bytes
Mega 106 1 megabyte (MB) = 1000KB
Giga 109 1 gigabyte (GB) = 1000MB
Tera 1012 1 terabyte (TB) = 1000GB
Peta 1015 1 petabyte (PB) = 1000TB
Exa 1018 1 exabyte (EB) = 1000PB
Zetta 1021 1 zettabyte (ZB) = 1000EB
Yotta 1024 1 yotta (YB) = 1000ZB
Google 10100
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they may need to be automatically retrieved from a robotic jukebox and
mounted before being accessible. This generally takes 10 to 30 seconds if
drives are available in the jukebox.

Offline storage requires manual intervention to load the media off a
shelf and into the reader. As storage technology is becoming dramatically
less expensive, offline storage should be discouraged. The true cost of offline
storage is higher than most users perceive, because it includes the delay in
time to retrieve data, the operator’s time, and, most important, the much
higher probability of losing data by mislabeling, misplacing, or damaging the
media through improper storage.

HARD DRIVES

The hard drive was invented at the research laboratories of IBM in 1952.
The random access method of accounting control (RAMAC) stored its data
in 50 stacked, 2-ft-wide aluminum platters. The platters rotated at 1200 rev-
olutions per minute (rpm), and the system weighed more than 1 ton. At the
time, RAMAC was considered a marvel because it could hold 5 megabytes
(MB) of data—the storage equivalent of 50,000 punch cards.

DRIVE MECHANICS

A hard drive consists of cylindrical platters, with thousands of single-bit-wide
tracks of data (Figure 16.1). The surface of the platter is layered with a fer-
romagnetic material and polished so that the surface is extremely uniform.
To read information off the surface of the hard drive, an electromagnet 
on a moving arm skims the surface of the platter at a height of less than 
0.10mm. When the head is in read mode, it will induce a current on the
head from the magnetic surface of the hard drive and thus be able to read
information. When the hard drive is writing to the disk, the head is ener-
gized and changes the polarity of the magnetic surface of the platter. When
the ferromagnetic material is exposed to an external field, it is permanently
magnetized.

The hard drive surface is broken into rings, also known as tracks. Each
track on the hard drive is broken into sectors. A platter can have upwards 
of 30,000 tracks and between 100 and 500 sectors per track. When a com-
puter requests a file from the hard drive, the file is indexed by the track and
sectors in which it is located. Sectors can be of various sizes, but, for large
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file applications like a picture archiving and communications system (PACS),
a typical sector size is 64 kilobytes (KB). The hard drive spins the platter
underneath the head and rotates at a rate of 5400rpm for relatively slow
drives and up to 15,000rpm for high-speed drives. The two key perform-
ance metrics for hard drives are defined as the seek time and the data trans-
fer rate.

The seek time is the time that it takes to access the beginning piece of
data requested. On average, this is the time it takes for half of a rotation to
position the sector requested underneath the head (a lag known as rotational
latency). This is dependent on the speed at which the hard drive is spinning.
For a 5400-rpm hard drive, the access time would be calculated as:

For a 15,000-rpm hard drive, the access time is significantly reduced:

A high-speed hard drive is ideal for applications such as databases and e-mail
servers that can process more than 300 in-and-out requests per second from
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FIGURE 16.1

Terminology and internal mechanisms of a hard drive.
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a storage system. For storing large image files, however, it is arguable that a
high overall transfer and throughput rate is more important than saving a
few milliseconds on access time.

Data transfer rate is not quite as simple to calculate because it is
dependent on the geometry of the hard drive and the location of the data.
Data transfer rates are twice as great around the outer radius of hard drives
because the circumference at the outer radius is twice that of the tracks
around the inner radius. On average, high-rpm drives transfer data at 40 to
60MB per second, and slower-rpm drives transfer data at 25 to 40MB per
second.

The highest-capacity hard drive released to date is the 400-GB hard
drive by Hitachi (Tokyo, Japan). The 400-GB hard drive has 5 platters and
10 heads that read both sides of the platters. The Hitachi drive rotates at
7200rpm, has an access time of 8.5 milliseconds, and is rated at an average
transfer rate of 45MB per second.

DISK ARRAYS AND INTERFACES

Hard drive performance is often limited by the way in which the drive is
connected to the computer. The hard drive is defined by this connector,
called the interface. Many types of interfaces are available, but the principal
ones for enterprise storage applications are serial ATA, small computer
system interface (SCSI), and Fibre Channel. Parallel ATA, or AT attached,
was originally named for the IBM AT computer and is the most common
type of hard drive in the commercial PC market.

Serial ATA is an evolved version of parallel ATA that provides enter-
prise performance and reliability at commercial pricing. ATA drives are
included in the majority of the PC market, with a volume of 10 times that
of SCSI, which allows them a much lower cost per gigabyte of storage.

SCSI has historically been the hard drive style of choice for enterprise
applications. Multiple hard drives can be daisy-chained off a single SCSI con-
nection. Fibre Channel is an outgrowth of SCSI. In fact, it uses the same
SCSI command set but transports it over a serial connection, whereas SCSI
uses a parallel bus. Fibre Channel is an unfortunate misnomer in that it is a
protocol and does not depend on fiber-optic connections at the physical
layer. Although Fibre Channel can be run over copper wire, it is usually run
over fiber optics because of the extremely fast speed that optical switching
provides. Fibre Channel hard drives have the fastest interface and are also
the most expensive type of hard drive on the market. Table 16.2 summarizes
hard drive interface performance.
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RELIABILITY AND CALCULATING 
MEAN TIME TO FAILURE

Failure of computer components is a given and must be taken into account
when designing an archive. Computer components with moving parts, such
as the hard drive, have a higher probability of failure than solid-state com-
ponents, such as the central processing unit and motherboard. Hard drive
bearings can seize, heads can crash into platters, or the actuator arm can lock
up. Most enterprise hard drives are rated with a mean life-to-failure of more
than 1 million hours of operation. This does not mean that the average hard
drive will actually last for 1 million hours. This model assumes a 5-year lifes-
pan that is covered in the warranty and that all drives are replaced every 5
years. This is an important difference and means that a migration plan should
be in place to prevent going over the warranty. Over the 5 years (43,800
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TABLE 16.2
Hard Drive Interface Performance

Interface Theoretical Performance (MB/s)

USB 1.0/1.1 1.5
Ultra ATA/33 33
IEEE 1394/Firewire 50
USB 2.0 60
Ultra ATA/66 66
Ultra ATA/100 100
Ultra ATA/133 133
Serial ATA/150 150
Ultra 160/SCSI 160
Serial ATA II/300 300
Ultra 320/SCSI 320
Fibre Channel 400+

Source: Connolly C. Highpoint 1520 RocketRAID Serial
ATA/150 controller. Game PC. July 27, 2002. Available
at: www.gamepc.com/labs/view_content.asp?id=
hpsataraid&page=2. Accessed September 15, 2004.
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hours) of warranty for the hard drive, there is a 4% failure rate. In other
words, for every 22 hard drives running over the 5 years, expect at least 1
hard drive to fail.

REDUNDANT ARRAY OF INEXPENSIVE DISKS

Redundant array of inexpensive disks (RAID) is one of the core concepts 
of implementing a high-performance, high-availability large storage solu-
tion. RAID allows multiple hard drives to work in concert and appear 
to the computer as a single storage device. Several RAID configurations 
are available and provide different combinations of redundancy and per-
formance characteristics. To orchestrate the hard drives, a RAID controller
is utilized between the hard drives and the computer. The RAID controls
the hard drives directly and provides blocks of storage to the operating
system.

RAID 0, striping, splits data to 2 hard drives simultaneously. The
benefit to striping is that the storage system can be twice as fast at reading
and writing data because it utilizes 2 drives. The problem with striping,
however, is that there is no data redundancy. If either drive fails, all data on
both drives are lost.

RAID 1, mirroring, copies the data to a shadow hard drive. RAID 1
provides complete redundancy in the event that 1 of the hard drives fails but
does not enjoy any performance benefits because the user is still reading from
a single drive. The other challenge to RAID 1 is effectively the loss of the
capacity of the second drive.

RAID 10 is called a nested strategy and combines RAID 1 and RAID
0 levels. Two hard drives are striped, and both of those hard drives have a
mirror copy in case of failure. This simple technique provides the perform-
ance benefits of 2 drives while allowing for failure. The drawback of RAID
10 is that half the storage is used making a backup of the data.

RAID 3 requires a minimum of 3 hard drives and is a combination of
striping and a checksum. As data are split among multiple hard drives, a
checksum, or parity bit, is calculated. If any of the drives fails, the informa-
tion can be reconstructed onto a new hard drive from this checksum. RAID
3 uses a fixed parity drive with synchronized disk rotation and calculates
checksums at the bit level. The challenge to parity drives is that the capac-
ity of 1 drive is lost and that writing data to the disk array can be slower
because it is calculating the parity bit. The read speed from RAID 3 is quite
fast because the data is striped over all the drives in the array.

RAID 4 is a variant of RAID 3. RAID 4 calculates the parity bit on a
dedicated drive at the block level instead of at the lower bit level. This
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improves the random access performance of the disk array compared with
RAID 3.

RAID 5 is a variant of RAID 4 that also calculates the parity at the
block level. However, RAID 5 does not use a dedicated drive to store 
the checksum but, instead, distributes the parity information among all 
the drives; this improves random access write performance. RAID 5 has rel-
atively poor write performance but excellent read performance that matches
well to the clinical requirements of PACS. Performance truly matters with
PACS when a user selects a patient name on a list and wants instantly to read
large image studies. PACS is considered a read-intensive application in that
every study that is written to the system is read 5 to 10 times in its life-
time for diagnosis, relevant priors, enterprise distribution, archiving, and
migration.

A new technique not yet in common use is RAID 6. RAID 6 is similar
to RAID 5 but calculates 2 parity checks that allow the system to suffer any
2 hard drive failures without compromise. The catch is the loss of capacity
of 2 drives on the system.

In clinical practice, RAID 5 is the predominant technique for retain-
ing medical images on storage arrays. RAID 5 is considered the ideal con-
figuration for the PACS industry because it provides good performance
through striping across multiple drives and at the same time provides redun-
dancy and can survive losing the capacity of 1 drive in the array. With 1 drive
out, however, the system must run in compromised condition in which
another drive failure would result in the loss of the entire RAID array. That
is why it is always good policy to have an extra hard drive sitting on a RAID
array to act as a hot spare. During the event of a failed drive, the system will
activate the spare and start rebuilding the spare drive. The time it takes to
rebuild the spare hard drive and restore the RAID is called the mean time
to recovery (MTTR). This recovery rebuild rate is usually in the range of
20 to 50GB/hour. For a 200 to 300GB drive, this exposed time could be
several hours. A RAID 5 system is fully operational to external requests
during the rebuild time, although its performance will be degraded because
it is rebuilding a drive in the background. The probability of another failure
during the rebuild time is extremely remote. When a system seems to go
against the odds by having more failures than are statistically probable, envi-
ronmental issues, such as high internal temperature or excessive vibration in
the system rack, may be the cause. One common myth is that hard drives
and system components fail without any warning signs. A study performed
in 1999 tracked the system log of 368 hard drives and showed 4 hard drive
failures over an 18-month period. The drives started warning the system
between 5 and 186 hours before each failure, generating on average more
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than 1000 messages. It is important to have a systems management tool in
place and adequately configured so that the administrator can be alerted to
the problem and be proactive in finding a solution.

The most common systems management tool is the simple network
management protocol (SNMP). This protocol allows health information
about a server to be communicated between systems to provide a holistic
view of the status of the entire system. SNMP tools can track fans, hard
drives, and power supplies for failure and can e-mail administrators in the
event of failure. These tools also can routinely monitor the temperature of
these components, as well as the drawing power used. Limits can be set for
identifying impending problems. The Storage Management Initiative Spec-
ification (SMI-S), an open standard developed by the Storage Network
Industry Association (SNIA), has been recently introduced. Whereas SNMP
is developed around a passive mode for catching error messages, SMI-S is
designed to be more active, allowing administrators to control and recon-
figure enterprise storage devices.

ROLE OF THE FILE SYSTEM

Now that all your hard drives are sitting in a nice disk drive rack mount
array, how does the PACS application connect to and make use of them?
Sitting between an application and the low-level block access storage system
lies the file system, as shown in Figure 16.2 The file or filing system is the
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FIGURE 16.2

File system.
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card catalog of a storage system and knows where files are stored and pres-
ents a hierarchical view that helps users locate them. When searching
through the treelike structure of your file system in an application such as
Windows Explorer, you are viewing the file system and not actually scan-
ning through the entire hard drive. When you defragment a hard drive, the
file system reorganizes the hard drive to put files into contiguous sectors 
for faster reading. The common file systems for Windows are FAT16,
FAT32, and NTFS. NTFS is the newest file system from Microsoft and 
has the best features for PACS applications. NTFS can address up to 
256TB of data using a 64-KB cluster size and can support up to 16-TB files.
FAT32 can address up to only 32GB, and the largest file it can support is 
2GB.

DIRECT ATTACHED STORAGE, STORAGE 
AREA NETWORKS, AND NETWORK 
ATTACHED STORAGE

Direct attached storage (DAS) is using the hard drives that come with the
server (Figure 16.3). Storage area networks (SANs) and network attached
storage (NAS) are the only 2 methods for scaling storage by inserting a
network topology at either the file level (NAS) or the block level (SAN)
between the storage system and the application.

DIRECT ATTACHED STORAGE

A 5U server might have the capacity for 10 to 12 drives to be added, typi-
cally yielding a capacity of around 2 to 3TB. This is the least expensive
approach for small storage requirements but also provides the least amount
of redundancy. If any component fails on the server and stops the applica-
tion, access to the data will also be lost. Another challenge of DAS is the
likelihood of running out of space. A direct attached solution does not scale
well.

STORAGE AREA NETWORK

Storage area network refers to a network dedicated to storage access at 
the block level (Figure 16.3). Networking typically involves Ethernet and
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Direct Attached Storage
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FIGURE 16.3

Simple example of direct attached storage (DAS), storage area
network (SAN), and network attached storage (NAS).
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TCP/IP standards, but a SAN uses neither. A SAN uses the Fibre Channel
communications protocol to directly access storage devices. The file system
remains on the computer, but low-level block-level access is routed through
an external network of storage devices. These external storage devices can
be daisy-chained together into an arbitrary loop or can be driven from a star
topology using a SAN switch.

A SAN is perfectly suited for a busy information services department
running dozens or even hundreds of servers. A SAN can be used to handle
the storage needs of servers running different operating systems, although
each system sees only its own blocks of data. Instead of having to monitor
and manage the storage needs on each of those computers, storage man-
agement can be consolidated into a SAN and managed centrally. A SAN puts
the storage in one place to manage and can automatically grant computers
more storage on demand when it sees them approaching their storage limits.
This provides significant economies in the operating costs for the servers. A
SAN can provide logic at the block level to copy data to different storage
devices and provide a transparent level of fault tolerance to the computers
as well. Another unique advantage of SAN is that it can move and back up
data from 1 node of the SAN (such as a RAID array) to another node (such
as a tape archive) without drawing any resources from the host computers.
This is called a clientless backup.

A SAN is the most frequently used storage method for PACS database
redundancy. With fault-tolerant clustering, 2 servers share the same SAN
partition, although 1 server sits passive. The 2 servers are linked via a heart-
beat connection that monitors the active server and, in the event of failure,
alerts the passive server to assume the network name of the server and take
over the shared storage partition and database processes.

SAN is the highest performance type of scalable storage architecture
because it provides such low-level access—but it is also the most expensive.
One reason is that optical connections are more costly than copper ones. In
addition, the storage network industry is orders of magnitude smaller than
the Ethernet network industry and so cannot provide buyers the benefits of
economies of scale. Because it is not used as widely, the Fibre Channel stan-
dard is not as plug-and-play as networking standards. Some incompatibili-
ties are often intentional. SAN providers often include proprietary code for
the following: performance/value-added features (such as multihost bus
adapter [HBA], the card that connects the server to the SAN), unique soft-
ware for caching read/write requests in fast memory, replication (backup to
another location) technology, fault monitoring, and SAN management. A
SAN can become an engineering exercise and require complex installation
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and ongoing maintenance. Expertise in Fibre Channel is not as common in
information technology organizations as networking expertise and is there-
fore more costly. Figure 16.4 is a PACS example of a multivendor SAN
implementation.

To alleviate these problems, an exciting and potentially disruptive 
technology has been developed: Internet SCSI or iSCSI. Internet SCSI 
is a communications protocol that sends and receives low-level SCSI 
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FIGURE 16.4

Sample PACS (SAN) implementation.
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commands on a copper Category 5 Ethernet cable sitting on top of TCP/IP
routing protocols. Internet SCSI can use the same inexpensive cabling as
Ethernet networking and even sit on an Ethernet network. Internet SCSI 
is giving rise to what is being referred to as IP SANs, and it is predicted 
that this strategy will drastically reduce the cost of SANs installation 
and support with the introduction of plug-and-play (multivendor) 
components.

NETWORK ATTACHED STORAGE

The third technique for adding storage is by working at the file level 
and using NAS (Figure 16.5). NAS servers, also known as filers, are dedi-
cated to providing remote file-level access. PACS applications can access
storage sitting on NAS servers using a high-level file-level access protocol
called the common Internet file system (CIFS; Microsoft Windows–type file
sharing). The benefit of using CIFS is that it is a widely used standard in the
industry and is platform independent. Linux and Unix servers work
extremely well as CIFS file servers using the powerful and open-source
Samba server. CIFS uses the universal naming convention (UNC) for
addressing files, such as: \\servername\share\path\filename. The first
portion of the UNC is the server name or network address at which the NAS
server resides.

NAS is a relatively easy way to scale a storage system when the PACS
application supports UNC. The database keeps a UNC pointer to the loca-
tions at which the files reside. One potential drawback of the NAS archi-
tecture is that data are sent on the same network twice, with one hop sending
data from the NAS to the server and the second hop sending data from the
server to the end-client workstation. This contrasts with a SAN, which typ-
ically uses a dedicated Fibre Channel network to afford fast, direct access to
the storage devices. Some PACS applications avoid this potential problem
by passing the UNC address to the end workstation to directly access the
files from the NAS server. This architecture scales well, because it avoids
having all system file access go through a central point that becomes a poten-
tial bottleneck. As an example, suppose there are 5 NAS devices, each con-
taining 1TB of storage on a 1GB network, and the PACS software is
architected to spread the storage load among the 5 NAS devices. The aggre-
gate network bandwidth would be 5 ¥ 1GB or 5GB, and the aggregate
storage would be 5TB. Both the amount of storage and the pipeline to the
storage increase proportionally as (vendor-agnostic “inexpensive”) storage
devices are added.
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DFS redirects requests for files to assigned NAS devices. The primary advantage of redirecting client
requests is to take advantage of replication. If two or more NAS devices are replicated and the primary
NAS device fails, DFS will automatically direct all future client requests to one of the still functioning
backup NAS devices.

Process Overview

In this example there are 4 NAS access points. Because the NAS devices present the underlining storage
as a file system, the technology utilized by physical storage devices is irrelevant. To illustrate this point, this 
example utilizes 2 distinctly separate technologies (DAS and SAN). A simplistic way to look at this is that
the operating system presents all disk storage as a file system. Storage vendors write plug-in software that
interfaces the storage device to the operating system. This software is usually referred to as “device drivers.”
Therefore, if the operating system can mount (use) the storage device, it can then, in turn, offer the file
system to other users on the network (in Windows-speak, file share).

FIGURE 16.5

Sample PACS (NAS) implementation.
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Another exciting NAS-related technology is contained in new features
offered by the distributed file system (DFS) that is standard with the
Microsoft Windows 2003 operating system. A distributed file system can
make several disparate NAS servers appear logically grouped and present
them to the PACS application as a single source. A distributed file system
provides replication between NAS servers that can act as a fault-tolerant
backup to switch over to in the event 1 of the NAS servers fails. These fea-
tures were once available only from high-end storage vendors.

Challenges involved in supporting a large NAS environment include
the installation/support of replication/backup software, monitoring tools,
antivirus measures (including daily signature updates), and, of course, those
pesky service patches (because a NAS server is running an operating system
with a file system, both will need to be maintained on all the NAS servers
to avoid security vulnerabilities and file corruption).

GRID STORAGE

Grid storage creates fault-tolerant storage pools based on commodity “inex-
pensive” servers, often referred to as grid servers (Figure 16.6). Each grid
server usually contains 4 internal serial ATA disk drives, 1 processor, and a
modest amount of memory. Each of the servers participating in the grid runs
vendor proprietary software that allows the devices to act as one. At least 1
server acts as the interface between the grid and external application (PACS)
servers. This grid’s interface server appears to the PACS servers as a NAS
device presenting a standard file system. The interface server also hosts hier-
archical storage manager (HSM)-like software that manages the location of
files based on user configurable polices. These polices allow for defining 
1 - n copies of a file, with each copy stored on a different grid server. This
is how redundancy/fault tolerance is achieved. If 1 or more of the grid servers
fails, the data can still be retrieved to the interface node (standard file system)
from a copy located on a functioning grid server.

CONTENT ADDRESSABLE STORAGE

Content addressable storage (CAS) is functionally the same as grid storage.
However, instead of presenting files to the application (PACS) servers via
NAS, a proprietary interface is utilized (Figure 16.6). Moreover, the integrity
of the files is guaranteed by elaborate algorithms that provide a unique value
(token) based on the data in the file. The algorithm commonly employed is
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MD5 (message-digest algorithm). The generated value acts as a unique key
for retrieving the file and must be stored by the (PACS) application. If the
data on the storage grid somehow changed, the file’s unique value would no
longer match the token stored in the (PACS) application database, resulting
in an error being sent from the storage grid back to the requesting (PACS)
application. This approach also supports the ability to logically group files
together as related objects and store metadata (data about the data; for
example, to store date, last access date, or information relating to the sources
of the data.)

STORAGE AND ENTERPRISE ARCHIVING 335

PACS Gateway

PACS Gateway

PACS Gateway

PACS Gateway
•  Modality Connection Point
•  Exam Validation
•  Initial Exam Storage

Retrieval of Exams

Storing of Exams

Grid Interface Server

Storage Grid

Internal (Dedicated) Network
Facilitating Communications

Between Grid Servers

PACS
Workstations

Grid Server 960 GB

Grid Server 960 GB
Grid Server 960 GB

Grid Server 960 GB

Grid Server 960 GB
Grid Server 960 GB

N
et

w
or

k 
S

w
itc

h

“Clinical” Archive

Simple NAS Approach:
PACS workstations connect directly to the
storage grid interface server’s file system.
The storage grid appears as an NAS.

CAS (Content Addressable Storage):
This type of storage grid typically interacts
with the outside world (PACS) via tokens
generated by an MDS algorithm. Files
are retrieved/stored through proprietary
interfaces. The client application (PACS)
must store a token instead of a
conventional file path.

Sample Configuration
1U, P4 3.2GHz, 4 Drives, Win2k

250 GB
Drive

250 GB
Drive

250 GB
Drive

250 GB
Drive

OS/Application Mirror
(4 GB)

Swap File Mirror
(4 GB)

Disk 1
(JBOD)

(246 GB)

Disk 2
(JBOD)

(246 GB)

Disk 3
(JBOD)

(246 GB)

Disk 4
(JBOD)

(246 GB)

JBOD (Just a Bunch of Disks; similar to unmanaged DAS)

Device ConfigurationStorage Grid 960 GB

FIGURE 16.6

Grid storage.

DRE16  11/16/2005  9:51 AM  Page 335



FOOD AND DRUG ADMINISTRATION 
AND STORAGE

A common myth is that storage is a U.S. Food and Drug Administration
(FDA)-approved device and hence can be purchased only through a PACS
vendor. The FDA has clarified this issue by stating that devices that need
clearance are those that alter image data, such as image-processing algo-
rithms. The bottom line is that storage does not have to be purchased from
PACS vendors, especially when markup costs are large. This freedom to pur-
chase is particularly useful in a NAS architecture where the PACS applica-
tion is encapsulated from the storage by the CIFS standard. This should
shorten the validation cycle time for testing new storage solutions and allow
customers more flexibility in enjoying continued innovation from the storage
industry.

NEAR-LINE TECHNOLOGY

OPTICAL STORAGE

Optical storage can also be used as an archive device for storing data. The
compact disc (CD) is an aluminum disc encased in a transparent plastic layer,
with binary information encoded as a series of bumps that start at the center
of the disc and spiral out to the ends. A laser is focused onto the spiral path
as the CD spins. In the absence of a bump, the laser is reflected back onto
a photodetector that records a hit. Bumps on the disc cause the laser to
deflect, and the absence of a hit on the photo detector is recorded as a miss
(or 0). These series of hits and misses become 1s and 0s that form a massive
data stream. The spiral path is a mere 50mm wide and is separated from 
adjacent paths by just 1.6mm. The linear length of a standard 700-MB, 
12-cm CD path is more than 3.5mi long. Commercial CD burning tech-
nology can make CDs by using an aluminum disc that is covered by a layer
of photosensitive material. A write laser can stimulate the photosensitive
material, which becomes opacified. Thus, when a read laser hits that area,
there is no reflection from the underlying aluminum plate and a miss is
recorded.

Digital versatile discs (DVDs) use the same underlying technology as
CDs. The difference is that a DVD uses a higher-frequency laser that pro-
vides a smaller area on which to focus. This means that the bumps can be
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smaller and packed more closely together. A DVD has a spiral path that is
a mere 320nm wide, separated from adjacent tracks by 740nm. A DVD can
store 4.7GB of data, 7 times the capacity of CDs. DVDs can be written on
both sides, providing twice the capacity (9.4GB). A newer technology allows
a DVD to store 2 layers on the same side by having a semitransparent layer
made from gold overlaid on top of the base aluminum layer. A laser can focus
either on the gold layer or through it on the aluminum layer. This technique
requires slightly longer bump sizes to ensure accuracy, so the total capacity
is slightly less than twice that of a regular DVD. A double-sided, double-
layer DVD can hold 15.9GB of data.

An interesting hybrid between magnetic and optical technology is
magneto-optical (MO) drives. An MO drive writes to the media using a mag-
netic field that thermally changes the properties of the material. When polar-
ized light is shone on the material, the material shifts the frequency of the
reflected light. This gives MO faster write speeds than typical optical drives,
up to 4MB/s. MO disks are encased in a hard envelope and can be selected
as rewriteable or “write once read many” (WORM). The WORM option
provides an exceptionally long lifetime for the media, projected at more than
60 years. Magneto-optical media come in 5.2- and 9.1-GB capacities but cost
several times as much per gigabyte as DVD media.

If optical media are selected for archive technology, it is likely that a
jukebox will be part of the solution. A jukebox system uses a robotic arm to
load and unload optical media from readers and stores the media in slots.
Optical media are sensitive to extremes in temperature, humidity, and direct
exposure to sunlight. A jukebox should be used, especially for exposed media
such as CDs and DVDs that do not have enclosed hard cases and so are sus-
ceptible to scratches from manual handling. Today, large optical jukebox
systems can hold up to 2000 slots and as much as 20TB of storage using
double-sided DVD or MO technology.

TAPE

Tape is based on the same magnetic technology used for hard drives. The
difference is that tape encases the magnetic material in a flexible plastic 
strip that is 8 to 12mm wide and holds multiple tracks of data. Tape is 
a sequential access device, and hard drives and optical media are random
access devices. High-capacity cartridges hold more than 2000 linear feet 
of tape. A tape must wind to (seek) the location at which data are stored.
This can take on the order of 30 to 60 seconds for larger-capacity tapes,
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whereas hard drives and optical drives can do this in well under a second
(Table 16.3). The engineering trick is to wind the tape quickly with a minimal
amount of tension that might cause wear and eventual failure. In a jukebox,
an additional 10 to 30 seconds is usually needed to pull a tape from a 
slot and mount it into a reader. Tape jukebox systems have a MTBF (mean
time between failures) of 200,000 hours but, in many cases, remain opera-
tional during component failures. Tape heads are the most common com-
ponent to fail in a MTBF with approximately 40,000 hours of operation. In
the event of a tape head failure, another drive unit can simply read the tape
media.

Many different formats of tape are offered by vendors and/or consor-
tiums of vendors. Formats are usually backwards-compatible over 2 or 3 pre-
vious generations. Be aware that several tape formats use the compressed
capacity as the name of the format. For example, SDLT 320 holds only 
160GB of uncompressed data and 320GB of data when compressed 
losslessly by a factor of 2.
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TABLE 16.3
Tape Capacity and Performance Matrix

Tape Uncompressed Transfer Transfer Average File
Type Capacity (GB) Rate (MB/s) Rate (GB/h) Access Time

(Seconds)

DLT 40 3 10.8 68
SDLT 320 160 16 57.6 70
SDLT 600 300 36 129.6 79
AIT-1 35 4 14.4 27
AIT-2 50 6 21.6 27
AIT-3 100 12 43.2 27
SAIT 500 30 108.0 70
LTO-1 100 15 54.0 52
LTO-2 200 35 126.0 52
SLR50 25 2 7.2 55
SLR100 50 5 18.0 58
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ROLE OF THE HIERARCHICAL STORAGE
MANAGER BETWEEN ONLINE AND 
NEAR-LINE STORAGE

The hierarchical storage manager software sits on servers, manages storage
located in various storage devices, and provides a single view to the end user.
The HSM has traditionally worked in PACS with a small portion of RAID
and a large tape/optical jukebox. The HSM manages the process of syn-
chronizing files on the RAID to 1 or more cartridges of removable media in
the jukebox. As the RAID fills up past a point, known as a high-level water-
mark, the HSM will then flush files (a process where all but metadata about
the file are deleted—enough information is retained on the RAID to know
the location on a given cartridge where the file can be retrieved) from the
RAID onto the near-line storage device.

Requests from the PACS for exams are intercepted by the HSM soft-
ware and, if the exam has been flushed off the RAID, the HSM will restore
the exam back to the RAID and then satisfy the request by allowing the
requesting client to access the file. To help eliminate latency for prior exam
requests, PACS pre-fetching algorithms use the scheduled procedure list for
the next day to select and restore those patients’ prior studies back to the
RAID well before the newly scheduled procedure. For PACS applications,
there is an 80% probability that a relevant prior is less than 6 months old.
Physicians unlucky enough to request a patient’s study that is not on the
RAID typically have to wait between 40 seconds and several minutes to gain
access to those patients’ files.

There are 2 challenges to this multitier architecture. The first lies in
understanding the trade-off that underlies the assumption behind HSMs:
hard drives are fast but expensive, and the jukebox is slow but less expensive.
This assumption is no longer compelling, as online storage devices continue
to drop in price at a faster rate than enterprise jukebox technology. The
second challenge is that predicting clinical need is not a perfect science.
Waiting several minutes for a study to load from a jukebox when a clinician’s
expectation is that it should take only a few seconds might create a number
problem reports to the PACS administrators.

As PACS vendors move toward storing all exams on spinning-disk solu-
tions, the HSM is being reborn under a new name with a slightly different
function. The new buzz names for HSM are life cycle storage management
(LSM) or storage virtualization. This new approach to HSM helps manage
the life cycle of the storage architecture and protect and maintain continu-
ous availability of data. When new storage is added to the system, the storage
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manager(SM) can have that additional storage appear seamlessly to the PACS
application as 1 pool. An SM can also copy data from 1 disk array onto a
new storage device in the background. This way, storage devices can be
retired seamlessly, rebuilding and renaming new devices to take over their
predecessors’ roles. This can be very useful in ensuring that storage devices
remain serviceable by the storage provider and that the department does not
get caught with antiquated, unsupportable hardware. The HSM storage
manager can be utilized to duplicate copies of exams stored in separate geo-
graphic locations to provide disaster recovery as well as better local per-
formance. The logic of the SM can be placed at any level of storage
architecture. It can reside as part of an SAN (integrated into the storage
device level directly) or it could reside in the operating system at the file
level. The SM could also reside as part of the PACS application. Since the
functions of storage virtualizaton extend well beyond the PACS arena, this
logic should ideally be processed at the file or block level and not by the
application. This gives the PACS vendor one less piece of the puzzle to figure
out and also allows customers to enjoy the economy-of-scale benefits of these
applications that are used well beyond the medical community. This also
gives more freedom to customers to select the best storage approach for their
needs.

CONCLUSION

Storage is a fundamental enabling technology of the PACS industry. The
only way to position ourselves to survive the onslaught of storage consump-
tion is to be able to embrace the advances being made in the storage indus-
try. Look for the continued trend toward commoditization through the use
of well-accepted and proven industry standards such as copper Category 5
Ethernet network cable for storage networks in IP-based SANS. Expect
PACS vendors to provide better encapsulation of their application from the
storage architecture to allow customers to better enjoy the technological and
economic benefits of this competitive market.

ABBREVIATIONS

AIT Advanced intelligent tape

ATA AT advanced
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BIT Binary representation (0 or 1)

BYTE 8 bits

CAS Content addressable storage

CD Compact disk

CIFS Common Internet file system

DAS Direct attached storage

DAT Digital audio tape

DFS Distributed file system

DLT Digital linear tape

DVD Digital video disc

FC Fibre Channel

FCIP Fibre Channel over IP

Gigabyte 1000 megabytes

HBA Host bus adapter

HSM Hierarchical storage manager

IDE Integrated drive electronics

ISCSI Internet SCSI

JBOD Just a bunch of disks

LAN Local area network

LTO Linear tape open

MTTF Mean time to failure
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NAS Network attached storage

RAID Redundant array of inexpensive disks

SAIT Super advanced intelligent tape

SAN Storage area network

SAS Serially attached SCSI

SATA Serial ATA

SCSI Small computer system interface

SMB Server message block

SMI-S System management interface

SNMP Simple network monitoring protocol

WAN Wide area network
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